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HWTtak, momyd4eHo ¢00HOE MEUCHBE TIOBBIIICHHON ITHIIe-
BOI [IGHHOCTH 32 CYET COICPIKAILMXCS B TIOPOIIIKE OOSIPBIIITHI-
Ka ¥ Mallle BATAMUAHOB, THIICBBIX BOJIOKOH, MAKPO- H MHKPO3-
JIEMEHTOB, a TaloKe OCJIKOBBIX BEIECTB ceMstH Marta. OOpasLipl
TMEYCHbs] JIEMOHCTPHPOBATICH Ha BbICTaBKe «BOpOHEKATPO
2014 (19-21 Hos10pst 2014 1) 1 OBUM OTMEYEHBI TUTITIOMOM.

NPOAYKTBI HEPEPABOTKH IIUIIOBHUKA
B PELLEIITYPAX XJIEBA
Uapkuna O.A., Teprorunas T.H.,
Manyxkosckas E.1O., Maxynuna 1.B.
@I'BOY BIIO «Boponedicckuii 20cy0apcmeentvlil azpapHulil
yHueepcumemy, Boponeac, Poccus
e-mail: glotova-irina65@mail.ru

Pa3paborana HOBas perenTypa xj1eda MOBBIIICHHO! ITH-
IIEBOM LIEHHOCTU C MPUMEHEHHEM IOpOIIKa IIUIOBHUKA.
Hcronp30BaHie TIEPCIIEKTUBHON T00AaBKH PACTUTEIHHOTO
TIPOMCXOXK/ICHHS TTO3BOJISIET YITY4IINTh KadyecTBO xjieba 1o
OPraHONENITUYECKUM U (PU3UKO-XUMHIECKUM TTOKA3aATEIIM,
a TaKXKe MTOBBICUTH IMTUIIEBYIO IIEHHOCTh TOTOBBIX H3/ICITHH.

[lnozpl MWIMMOBHYKA HUMEIOT OONBINOE 3HAYECHHE KaK
MUIIEBOE ¥ JIEKAPCTBEHHOE CBIPHE, COIepiKaliee MHO-
TO BUTAaMUHOB U JIPYTHX ITOJIE3HBIX BemecTB. OHu Gora-
Thl OPraHMYECKUMH KHCIOTaMU (S0JI0YHOH, JIMMOHHOM)
¥ TICKTUHOBBIMHU BEIIECTBAMH, COMEpKaHHE KOTOPBIX KO-
ne6nercst ot 2 10 14 %. B 100 r cyXoro IIUIMOBHUKA CO-
nepkurcs 1200-1800 mr Butamuna C. D10 171 B3pOCIO-
ro yenoBeka 17-20 THEeBHBIX /103 BUTAMHHA, KOTOPBIi B Op-
raHu3Me He CUHTE3UPYETCs U SIBIIETCS] He3aMEHUMbIM. B
IUIOJaX IHUITOBHUKA CPABHUTEIEHO MHOTO IIPOBUTaMHUHA A
— B-xaporuna (0,7-9,6 Mr%), odecreunBaromero HopMab-
HYyIO (DYHKIIMIO [71a3 U Pa3BUTHE KOCTHOTO CKeNeTa JeTeil.

Beum mipoBeneHBI TpeBapUTEIBHBIC BBIICUKH XiieOa
¢ JIO3UpOBKOH ropomka munosHuka 3,0, 5,0, 7,0 u 10,0 %
K Macce MykH B Tecte. [ nccneoBaHus B3auMOIEHCTBUSA
Pa3MYHBIX PEIENTYPHBIX KOMIIOHEHTOB, BIUSIOIINX Ha Ka-
4ecTBO XJieha, ObUIO MPUMEHEHO MaTeMaTHIeCKOe TIaHUPO-
BaHue SKcrepuMeHTa. [Ipy 3ToM MCnonb30BaIMCh MOIHBIA
(bakTOpHBIIA BKCTIEpUMEHT — 23. B KauecTBe OCHOBHBIX (hak-
TOPOB, BIUSIFOLIMX Ha Ka4ecTBO XyieOa, Obutk BeIOpaHbl: X1 —
JIO3UPOBKA MOPOIIIKA MIMIIOBHUKA, %0 K Macce MyKu; X2 — JI0-
3UpOBKA TIPECCOBAHHBIX JPOXOKeH, % K Macce Myku; X3
— JIO3UPOBKA JKUJIKOH 3aKBaCKH, %. BBIXOMHBIM MapamMeTpoM
SIBIISUTACH TIOPUCTOCTh MSIKHIITA XJ1e0a, %o. Pacder mapameTpoB
ontuMm3anuy nposoauy 1o mnporpamme «STATISTICA».

3a onTUMAIBHBIE TIPENeNbl M3MEHEHHs (PAKTOPOB CIIey-
€T CUMTATh: JIO3UPOBKA MOPOLIKA MIMIOBHUKA — 4-7 % K Macce
MyKH; JI03UPOBKa MPeCcoBaHHbIX aposokeit — 0,7-1,0 % k Mac-
Ce MyKH; JIO3UPOBKA JKUIKOH 3aKBacKu — 70-75 % Kk Macce MyKH.

Takum 00paszoMm, MOMy4eH XJieO MOBBIICHHON MMUIICBOM
LIEHHOCTH 32 CUET CONEPYKAIIMXCS B IOPOLIIKE [IIMIIOBHHKA TH-
IIEBBIX BOJIOKOH, [3-KapOTHHA, MaKpO- H MUKPOJIeMeHTOB. O0-
pasipl xJ1e0a AeMOHCTPHPOBATUCH Ha BHICTaBKe «BOpoHEKA-
1p0 2014 (19-21 HOs10ps1 2014 1) 1 OBLTH OTMEYEHBI AUTLIOMOM.
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BosnymHo-1p1MoBasi cMech, IpUMEHseMasi PH KOII-
YEHHUH TIPOTYKTOB MUTAHMS, JOJDKHA YIOBIETBOPSITH TEX-
HOJIOTHYECKUM TPeOOBaHMAM KakK MO COCTaBy, TaK U IO

TeMIleparype, KOoTopasi 3aBUCUT OT YCJIOBHH JBIMOTEHE-
pauuu 1 OT CBOMCTB ApeBECHBIX OMMIIOK. [l ocymiecT-
BJICHHS CYXOH NepETOHKH APEBECHBIE ONMIKH MpPeIBapH-
TeJIbHO J0JKHBI OBITh BBICYIIEHBI, [JIsl YETO OHHM HarpeBa-
fores 1o temriepatrypsl 180 °C, mpu KoTOpoil BEINapuBa-
€TCsl OCHOBHAsI Macca BOJIBL.

Jis mpoBeneHMsT SKCIIEPUMEHTAIbHBIX HCCIIEN0BAaHUI
Tporiecca MpeaBapuUTENIFHOTO 00E3BOXKUBAHUSI U BBISBIIC-
HHSl KHHETHYECKUX 3aKOHOMEPHOCTEH Ipolecca ylaueHus
BNIary ObITa UCIHOJB30BaHA CMECh ONHIJIOK C YAENBHOH I10-
BepXHOCTBIO 9,0...12,0 M2/KT U3 CIIEMYIOMNX JIUCTBEHHBIX
TOpOJT ICPEBbEB: 1y0, OpEIIHNK, KJIeH, olbXa, Oyk, Oepesa
0e3 KOpBI, ICEHb, TONONIb, OCHHA, TPyIIa, JIUIA, COepIKa-
IYe HauMEHBIee KOJIMYSCTBO CMOJIMCTBIX BEIIECTB [6] U
OTHOCHTENBHOH BIaXKHOCTBIO 75 %. 3anadeii ncciuenoBaHus
TIpoIiecca CyIIKH JPEBECHBIX OIUIOK SBILIETCSI M3yUCHHE
(haKkTOpOB, BIMSIIOIINX HA CKOPOCTH MPOLIECca CYIIKH KakK C
OOBIYHBIM COCTABOM CMECH TEITIOHOCHUTEIIS, TaK U C MOBBI-
IIICHHBIM COZEP)KaHHEeM a30Ta B BO3AYIIIHOH CMECH.

Pemenne 3agaun. C 1enbi0 MHTEHCHU(DHUKALUK TIPO-
1iecca CyIIKy B 9KCIICPHIMEHTAIBHBIX HCCIEA0BAHUAX HC-
TI0JTE30BAJIM MHEPTHBIN ra3 — a30T. [IJIsl UCKIIFOYeHHsT BIIH-
SIHUS IPYTUX MHTEHCHYHLMPYIOMHX (aKTOpoB (mepeme-
MIMBaHUsI, KOMOMHUPOBAHHBIX CIIOCOOOB IOBOAA DHEP-
'y, OOHOBJIEHHE MTOBEPXHOCTH pasjena (a3 u T.1.) U Bbl-
neneHus Q(EeKTUBHOCTH HCHONB30BaHUS HEKOHICHCH-
PYIOIIVXCSI HHEPTHBIX Ta30B IPH KOHBEKTUBHOM JHEPIO-
MOZIBOZIE AJIsl YMCTOTBI MPOBEJICHUS HCCIEOBAHUIA KIHE-
THUYECKHE 3aKOHOMEPHOCTH MPOIIECCa MPEABAPUTEIHFHOTO
00e3BOYKMBAHMUS IPEBECHBIX OIMMIOK OCYIIECTBILUINCH Ha
11a00paTOPHOH HKCTIEPUMEHTAIBHON YCTaHOBKE.

B okcrepuMeHTax cymika HPOBOAWIACH IIPU YCIIO-
BHSIX HarpeBa ommiok a0 Temmneparypsl 180 0C, Tak kak
MIPEBBILICHAE JTAHHOTO 3HAYCHUSI TEMIICPaTyphl IIPHUBO-
JUT K OITAaCHOCTHU BO3ropaHus onuiok. CymiKy npoBoIu-
T ¢ OOBIYHBIM COCTAaBOM BO3IYITHONH CMECH TEINIOHOCH-
TeJISl ¥ C TIOBBIIICHHBIM COJIEpIKaHUEM a30Ta B BO3IYII-
HOM CMeCH TETJIOHOCHUTENS TIPH CIEAYIOMUX PEXUMHBIX
rapaMeTpax IpoIecca: BEICOTa ¢1os ommwiok h = 20 Mm,
CKOpOCTb TerioHocuTesst v = 0,1-2,5 m/c .

W3 aHanm3a MOTyYeHHBIX KHHETHIECKUX 3aBHCHMO-
CTell Kak ¢ OOBIYHBIM COCTABOM CMECH TEIUIOHOCHUTE,
TakK ¥ C MOBBIIIEHHBIM COAEPKAHUEM a30Ta B BO3AYIIHON
CMeCH TeIIOHOCHTEIISI ITPOoLecc 00e3BOXKHBAHUS JIPEBeC-
HBIX YaCTULl XapaKTECPU3YCTCS HAJTUIUEM SIBHO BbIPAXKCH-
HBIX NEPHOJIOB: POTPEBA, MOCTOSIHHOM U MaJjaroIe cKo-
poctH cymkd. B mepuome MOCTOSIHHOI CKOPOCTH CymI-
KH TIPOMCXOJUT yAaJeHHe U3 BBICYIIMBAEMOTO MaTepHa-
J1a B OCHOBHOM CBOOOJTHOM BJIaru, HaXO/SIIEHCS B MOJIO-
CTSAX KJIETOK U MEXKKJIETOUHBIX MPOCTPAHCTBAX, A IIEPUO-
e TI/IAfoIel CKOPOCTH CYIIKH OCYIIECTBISIETCS yaame-
HUE CBSI3aHHOM BJIarv U3 KJIETOK [2, 3, 5].

[lepuon ynmameHus cBOOOAHOI BIaru B APEBECHBIX
YaCTHIAX 3aKaHUMBACTCS IIPH N3MEHEHUH BIQKHOCTH OT
HayaJbHOI'O 3Ha4YeHUs 10 Kputuueckoro Wkp [1, 4]. Otot
MOKa3aTeb 3aBUCUT OT MOPOAHOTO COCTaBa CMECH JApe-
BECHBIX OIWJIOK U YCIIOBUH MPOBEICHHUs Iporecca ode-
3BOXXMBaHUs. YCTaHOBNIEHHBIH ypoBeHb WKp = 30 -50 %
C TOCTATOYHOM JUTSI TEXHOJIOTHH CYIIKH TOYHOCTHIO MOX-
HO HPHUHATH MPU TOCIEAYIONEM MOJCIHPOBAHUU MPO-
1ecca N3MEHEHHS BIIaKHOCTHU IPEBECHBIX YacTHII [ 7].

B nepuone nmocTossHHOM CKOPOCTH CYIIKH yrojl Ha-
KJIOHa KPUBBIX CYIIKH C OOBIYHBIM COCTaBOM BO3IYII-
HOH CMECH TEIUIOHOCHUTEIIS K ocu abcuuce OObIlle, YeM
JUISL KPUBOM CYILIKH C MOBBIIIEHHBIM COAEPKAHHEM a30Ta
B BO3JIYIIHOH CMECH TEIJIOHOCHUTEIS, IPOAYBAEMOTO de-
pe3 MPOIYKT, ClIeI0BATEIBHO, CKOPOCTh CYIIKH YBEJIUIH-
BAETCsI C MPUMEHEHHEM a30Ta.

KpuBble, COOTBETCTBYyIOIINE IIEPUOAY IAAAIONICH
CKOPOCTH CYILKHU — I10CJIE TOYKH Iepernoa BHITYKIOCTbIO
K OCH OpJHMHAT C OOBIYHBIM COCTAaBOM BO3IYIIHOH CMe-
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CH TEIUIOHOCHTENsI Ooyiee «IOJIoTHe», T. €. JTaHHBIH Iie-
puoa sBisieTcst Oornee MPOJOIKUTENBHBIM. B 3TOT mMe-
proa 3eKT yBeTHMYeHUs CKOPOCTH CYIIKH JIOCTHIAaeT-
s 32 CYUET TOTO, UTO A30T SABJISIETCA TPAHCIIOPTEPOM BIIa-
TH, cO37aBast ¢ e€ mapaMy acCOIATHBHEIE TPYIIIHI, KOTO-
pble MMEIOT OOJBIIYIO TOJBIKHOCTh B BO3IYLIHOH cpe-
Jie, 9YeM OT/JETbHBIE MOJIEKYIbl BOIbI H, COOTBETCTBEHHO,
ObICTpee yHAISIOTCS U3 CI0S MIPOAYKTa, TO €CTh MOJICKY-
JIbI 30Ta UTPAIOT POJIb HEPEHOCUUKA MOJICKYII T1apa C Io-
BEPXHOCTH APEBECHON YaCTHUIIBI B CYIIMIBHYIO KaMepy U
najee K IOBEPXHOCTH KoHieHcanuy. Kpome sToro Moie-
KyJIbl HHEPTHOTO Ta3a «00MOaHIMPYIOT» TPOIYKT, OcCa-
O CHIJIBI B3aMMOJICHCTBHS MEXKIY MOJICKYJIaMH B Me-
cTax ux nomajganus [8].

W3 ananusza pe3ynabraToB HCCIENOBaHMM KUHETHUKU
nporecca 00e3BOXKMBAHMS IPEBECHBIX OIMIIOK C IOBBI-
IICHHBIM COZIep)KaHHEM a30Ta B BO3AYLIHOW CMECH Te-
TUIOHOCUTENS ATl Pa3sHOH CKOPOCTH YCTAHOBIEHO, UTO
npu GoJBIIEH CKOPOCTH TEIUIOHOCHUTEINST yBEINYHBACT-
Csl M CKOPOCTb YJaJeHHs BIaru U3 APEBECHBIX OMMIIOK.
OnHakKo IMpU ITOM yBEIHYEHHE CKOPOCTH OMHIOK HMEeT
CBOIl mpenen, o0yCIIOBIEHHBIH BO3HHKHOBEHHEM YHOCA
OMUIIOK (0COOCHHO MENKOH (hpaKLUK) C TEIIOHOCUTEIEM
TIpU €ro cKopocTH Oombiue 2,5 m/c.

B mpouecce cymkm HaOnogaeTcst OJXHOBPEMEH-
HO HECKOIIBKO (DM3MYECKUX IMPOLECCOB, MPOHCXOMSIINX
B CTPYKType JPEBECHBIX MaTepuaioB. B To Bpems Kkax
BIIQ)KHOCTb JIPEBECUHBI TIOCTENEHHO MaaeT, TeMIIepary-
pa 9acTHI] MOBBIIIACTCS M MPHOIIDKACTCS K TeMIIepaType
OCYIIAOIIEro areHTa. I103ToMy, ¢ Ie/IbI0 HCKIIFOUUTh BO3-
TOpaHUe JIETKOBOCIIIAMEHSIEMBIX MEIIKOJUCIEPCHBIX CO-

CTaBJSIIOIIUX CMECH, TEeMIIepaTypy TEIFIOHOCHUTENS, IMO-
JTABa€MOT0 B CYIIWJIEHOE 000pyIOBaHUE, OTPAHUYHUBAIOT
710 6E30ITaCHOTO YPOBHSL.

Taxum 06pa3om, Ha OCHOBaHUM IPOBEACHHBIX HCCIIe-
JOBaHHH cpeau (HaKTOPOB, BIHSAIOMIAX HA CKOPOCTH MPO-
necca Cyuku, H606XOI[I/IMO BBIACIUTE CIICAYIOIIUE pE-
3yJbTaThl: TEMIIEPATypy TEIJIOHOCUTENS, IPOLYBaeMOro
qepes cIIoi OIMNJIOK; OTHOCUTECJIBbHYI CKOPOCTH €ro ABU-
JKEHUs B MPOLIECCE CYIIKHU; YIEIbHYIO IUIOIIA b TOBEPX-
HOCTU YacCTHUL] IPEBECHBIX MAaT€pHaJIOB, CBA3AHHYIO C UX
pasMepoMm; (bH?)PI‘ICCKI/Ie CBOMCTBa MarepuajioB, MOABEP-
Ta€MbIX CYILIKE.
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Beenenne

B mae 2014 rona xomnanus Symantec — SIBJISIFOILASCS
MTHOHEPOM B CO3JaHWU AaHTUBHPYCHBIX MPOLYKTOB — ITy-
OMYHO TIpU3HATa 0OPEYEHHOCTh AaHTUBHPYCHBIX pellle-
Huit. CormacHo Symantec, 6onee 55% yrpo3 HEBO3MOXK-
HO OOHApYXUTh C MOMOIIBIO CTAaHJAPTHOTO aHTHBHpYCa
[6]. B cBsi3u ¢ atuMm nHpycTpus IT-6e3omacHocT Hauw-
HAeT MOMCKU HOBBIX CIIOCOOOB OOHAPYKEHUSI BPEIOHOC-
HOTO POTPAMMHOTO 00ECIEIEHHSI.

Ilenpr0 MaHHOTO HCCIIENOBAHMS SIBISICTCS M3ydeHHE
BO3MOJKHOCTEH TEXHOJIOTUH, pa3padOTaHHON KOMIIaHUEH
Power Fingerprinting Cybersecurity, a Takxe TeHISHIHI
B 00JIaCTH Pa3BUTHsI XaKEPCKHUX aTak U PAa3BUTHUSI CHCTEM
3amuTel nHGopManmu. B Xome maHHOTO WMCcienoBaHUS
TIPOM3BONIICS AHAJIN3 U CHHTE3 MaTepHajIoB POCCHHCKIX
¥ 3apy0exHbIX IHTepHET-HCTOUHNKOB.

Uro0B! pacro3HaTh KOMIBIOTEPHBII BUPYC aHTHBU-
PYCHBIM IpOrpamMMaM HeOOXOAMMO 3apaHee 3a/1aTh KpH-
TepUH TOWCKAa U PACIO3HABAHMS CIEIOB AKTHBHOCTH
BPEJOHOCHON IPOrpaMMEI HAa KOMITBIOTEpe. 3a1aTh Ta-
KHE KPUTEPUH JUIsd OOHApY>KEHHs Yrpo3bl, CBA3aHHOU ¢
BHEJPEHHEM B pabOTy ammapaTtHOro oOecredeHHs, 10
HeJIaBHETO BPEMEHH OBLITO IPAaKTHIECKH HEBO3MOXHO. B
2013 romy crnoco6 oOHapys>keHHs MOAOOHBIX yIpo3 ObLI

MpeaCTaBIieH cTapTan-kommnanueii Power Fingerprinting
Cybersecurity, a kpurepueM oOHapyXeHHs OBLIH pe-
3yJbTaThl aHAJIN3a TOKa3aTeNnel YHePronoTpedneHus cu-
CTEMBIL.

Jlnst oOHapy)KeHUsI BPEJOHOCHOM MpOrpaMMBbl CTap-
Tal UCIIONB3YyeT BBISBICHUE OTKIOHEHHUH B MOKA3aTENsX
MOTPeOJICHNUS 2IIEKTPOIHEPT U, BMECTO CTAHAAPTHBIX Me-
TOJIOB ONpPEJESICHUs] BUPYCHONH aKTMBHOCTU (CHUTHATyp-
HOE CKaHWPOBAHWE, YBPUCTHYCCKUN aHaIM3 U T.1.). Ho-
BBEI MeTO/I OOHApY>KeHUsI HAIpaBiIeH Ha BBIIBICHHE KH-
Oeparak Ha aBTOMAaTH3MPOBAHHBIE CUCTEMBI YIPaBICHHS
TexHojorndeckumu npoueccamu (ACY TII) mpeampusi-
THH dHepreTHYeckoil 1 oOpabaThIBAIOIICH TPOMBIIILICH-
HocTH. IIpencraBiaeHHast TEXHOJIOTHS YCIEIIHO OOHApy-
WA BUpYC Stuxnet B SKCIIEPUMEHTAILHOM MOJEIH JIO-
KaJIbHOW BBIYUCIIMTEIILHOM CETH MPEXK/Ie, YeM BPEIOHOC-
Has MporpaMMa Hadalla CBOIO aKTHBHOCTB [3].

Stuxnet — KOMIBIOTEPHBII YEPBb, HOPAKAIOLIUNA KOM-
mploTepbl Ha Oase omepannoHHOW cucteMbl Microsoft
Windows. Stuxnet 6611 00Hapyx)eH B utone 2010 roma He
TOJIBKO Ha KOMIIBIOTEPAX JAOMAIIHUX I0JIb30BaTesIe, HO
U B CHCTEMaX MPOMBIIUIEHHBIX MPEANPUSITUH, KOTOpPBIE
YIPaBISIOTCS aBTOMATH3UPOBAHHBIMH POU3BOJCTBEH-
HBIMH MTPOLIECCAMHU.

Stuxnet cTasl HepBBIM KOMITBIOTEPHBIM Y€PBEM, KOTO-
pBIil criocoOeH mepexBaThiBaTh U MOIU(UIMPOBATH I10-
TOK JAHHBIX MEXIy NPOrpaMMUpPYEMbIMH JIOTHYECKH-
Mu koHTpoiutepamu Mapku SIMATIC S7 u pabounmu
cranimsimu SCADA-cuctemsr SIMATIC WinCC ¢upmbt
Siemens. DTa mporpaMma MOXET HCIIOJIb30BaThCS 3J10-
YMBIIUICHHUKAMA JUII HECAaHKIMOHHPOBAHHOTO cOopa
nanHbiX ¥ auBepcuid B ACY TII npoMbIIIIeHHBIX TIpe-
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